Basically, the model for steganography is as shown in Fig.1 . The cover-object is a carrier or medium to embed a message. There are several suitable medium that can be used as cover-objects such as network protocols, audio, file and disk, a text file and an image file. Message is the data that the sender wishes to keep confidential and will be embedded into the cover-object by using a stegosystem encoder. It can be a plain text, a cipher text, an image, or anything that can be embedded in a bit stream such as a copyright mark or a serial number. A stegokey is a password, which ensures that only the recipient who knows the corresponding decoding key will be able to extract the message from a cover-image. The output of the stegosystem encoder is known as the stego-object.
Fig.1. Steganography and Steganalysis Model
Steganalysis [8] [9] [10] tools can also easily detect this method; increased success can be achieved by removing some of the randomness introduced by the bit changes, e.g. a change of every LSB by one would probably not be detected as there is no random element present. The bits would be assumed to form part of the original image. An increasingly complex method of image Steganography is known as the patchwork algorithm. This algorithm randomly selects pairs of pixels is made brighter, and the darker one darker. This change is so subtle that it is undetectable to the human eye; even at high zoom levels the changes simply are not sufficient to make the image appear altered. The contrast change between these two pixels now forms part of the bit pattern for the hidden file. In order to go undetected by a filtering attack (see section 4) a limit to a few hundred changes can take place.
II. Proposed Approach
The present work studies the possibility of hiding short audio messages within digital images. There are a number of different types of Audio files. The most common are Wave files (wav) and MPEG Layer-3 files (mp3). There are, however, many other audio file types. The type is usually determined by the file extension (what comes after the "." in the file name). For example, ".wav", ".mp3" or ".dct". Different audio file format concerning the size of each file format. It has been found that the audio WAV files are probably the simplest of the common formats for storing audio samples. Unlike MPEG and other compressed formats, WAVs store samples "in the raw" where no pre-processing is required other that formatting of the data. Regardless of the selected audio file format, the steganography technique will simply embed the audio message into the cover-image without supplying any password or stego-key. At this stage, I decided to do so just to understand the ways of LSB insert the message bit into the image and extract the message from the stegoimage produced. The advantages of LSB are its simplicity to embed the bits of the message directly into the LSB plane of cover-image and many techniques use these methods [12] . Modulating the LSB does not result in a human-perceptible difference because the amplitude of the change is trivial. Therefore, to the human eye, the resulting stego-image will look identical to the cover-image. This allows high perceptual transparency of LSB. However, there are few weaknesses of using LSB. It is very sensitive to any kind of filtering or manipulation of the stego-image. Scaling, rotation, cropping, addition of noise, or lossy compression to the stego-image will destroy the message. Digital images typically use either 8-bit or 24-bit color. When using 8-bit color, there is a definition of up to 256 colors forming a palette for this image, each color denoted by an 8-bit value. A 24-bit color scheme, as the term suggests, uses 24 bits per pixel and provides a much better set of colors. In this case, each pixel is represented by three bytes, each byte representing the intensity of the three primary colors red, green, and blue (RGB), respectively. On the other hand, for the hiding capacity, the size of information to be hidden relatively depends to the size of the cover-image. The message size must be smaller than the image. A large capacity allows the use of the smaller cover-image for the message of fixed size, and thus decreases the bandwidth required to transmit the stego-image.
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Audio File Embedding
Audio message embedding is performed by: the contents of the header of WAV audio file are retrieved as separate fields; RIFF, total length of package, WAVE, fmt, length of format chunk, and length of data to follow (bytes 40-43). Each field is converted to a Bit Array and then embedded bit by bit into the least significant bits of the blue channel of the cover image. The selection of the blue channel for embracing the header fields is not mandatory and both the red and green channels can be used as well. The sound samples are then retrieved from the audio file as stream. This stream is converted to a Bit Array and embedded bit by bit into the least significant bits of blue and the remainder of the blue channel of the cover image. The location of embedding each header field of the audio file within the blue channel is considered as a secret key. Moreover, it is not necessary to store the audio samples sequentially in the mentioned channels. These samples can be stored in reverse order and alternatively between the odd and even pixels of the cover image. The relation between size of the audio file in bytes (A) and that of the cover image in pixels (P) can be determined as:
Where A is the size of the audio file (bytes), H and W are the height and width of the cover image respectively, The algorithm of embedding the audio file within the image is shown in Fig.2 . 
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Audio File Extracting
The retrieving of the audio file from the image is straight forward. The header fields are extracted from the secret positions of the green channel of the image to be stored in corresponding BitArrays. Each BitArray is converted to the suitable data type according to Table. 1 and appended to the new audio file. The sound samples are retrieved from the suitable bits of image channels and stored in a BitArray. The number of these samples is determined according to "Length of Data To Follow" field previously retrieved in the first BitArray. The contents of this BitArray are converted to bytes or integer numbers and appended to the audio file. The process of extracting the audio file does not need the original image; it needs only to know the secret position of each header field inside the image. The flowchart of the extraction process is shown in Fig.3. 
Changing LSB Bits Of The Cover Image Using Encrypted Audio Message
The audio data can be encrypted before embedding it inside the LSB (bit number 7) of the image channels. Assume m represents a bit of the audio message BitArray and b 5 and b 6 represent the fifth and sixth bits of a certain color of the present pixel respectively. Then the value to be generated for the hidden bit (h) will be computed as: Then bit h can be used to replace b 7 of the current pixel in the cover image to produce the stego-image. On the other side, the stego-image is used to extract the original audio message as explained in the following section.
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Extracting And Decrypting of the Original Audio Message From The Stego-Image
Now, a pixel has been retrieved from the image and h represents the hidden bit. Then b 5 and b 6 of this pixel will be used in addition to h to generate the original message's bit m. The following truth table shows that:
Drubbing Comparing Table-2 and Table-3 proves that Eq.2 is valid and can be used to retrieve the original bit m. Figure 4 and 5 explain bits encryption and decryption methods. 
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III. Implementation & Results
The above proposed work has been implemented using Microsoft Visual Studio, Matlab. A group of test cover images are shown in Fig.6 before and after hiding short audio files using the previously mentioned method. The least significant bits of the image pixels were encrypted using the bit streams obtained from the audio files. Moreover, the short audio messages have been extracted from the stego-images using the introduced decryption technique and saved to new wav files. It has been verified that modulating the cover image with the short audio message does not result in a human-perceptible difference because the amplitude of the change is trivial. Therefore, to the human eye, the resulting stego-image will look identical to the cover-image. The extracted audio messages are compared to the original audio files and were identical with them.
4.
A 69 KB wav file has been hidden inside the 800x533 left images yielding to the right one.
5.
A 74 KB wav file has been hidden inside the 800x600 left images yielding to the right one.
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6.
A 48 KB wav file has been hidden inside the 432x346 left images yielding to the right one.
7. A 138 KB wav file has been hidden inside the 1600x1200 left images yielding to the right one. 
IV. Conclusion
This paper discussed the possibility of hiding short audio messages inside digital images. The embedding process creates a stego medium by replacing these redundant bits with data from the hidden audio message. The proposed method provided a higher similarity between the cover and the obtained stego pictures.
The new approach provides a secured means of secret communication between two parties. The future work could be to extend to embed audio messages within video files. Moreover, this method can be more developed to embed a secret audio channel within any broadcasting medium.
